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Web threats on the rise
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Growth of exploits on malicious or compromised websites, by unique variants in the wild, 2007-2008.

Source: McAfee
http://www.mcafee.com/us/local_content/white_papers/wp_webw_browsers_w_en.pdf


http://www.mcafee.com/us/local_content/white_papers/wp_webw_browsers_w_en.pdf
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alert!

ATTENTION! Possible SPAM attack detected.

» TEEL NOT IN SAFE - Microsoft Internet Explorer

Windows Security Ale ﬂ ew Favorites  Tools  Help
Y — i —~ >
Windows has detected an Internet attack atkempt... = \ﬂ ﬂ / | Search = Lf" Favorites - L~
@ Somebody's trving to infeck waur PC with sprware or harmful | spasd ‘—/I = R ﬂ 7 L ‘6‘3 [\’

wiruses, Run Full system scan now ko protect your PC from — - — g i -
Internet attacks, hijacking attempts and spyware! Click here piffieantivirus . comfsteelnfectad, - Go  Links
ko download spyware remover For tokal prokeckion, - I

You are not in safe!

04 | Zancel | i tobe
Please, visit igantivirus.com for rmore information)

I[

dhctivate Antispyware 2008 KP Mow!: J [ Stay unprotected ]

Error!

Yfour computer was hijacked by dangerous virus! Some results was changed by
parn advertising, your passwords and ather private info no more in safel You
rmust to clean your system immediately to prevent it. Download the newest anti-
virus softwarel




How they do it

* Search Engine hijacking

GO ogle .

Web

Watch Free Movie - Update Every Hour!
mysna.net/checkit.ntml - 2k - 23 hours ago - Cached - Similar pages - N¢

Watch Free Movie - Update Every Hour!
valdaran.es/checkit.html - 2k - 21 hours ago - Cached - Similar pages - I

Watch Free Movie - Update Every Hour!
teatromalasa_es/watchit html - 2k - Cached - Similar pages - Note this

Watch Free Movie - Update Every Hour!
www_acercandoelmundo.com/fresh.himl - 2k - Cached - Similar pages -

Watch Free Movie - Update Every Hour!
backstube-hommen.de/watchit.html - 2k - Cached - Similar pages - Note

Watch Free Movie - Update Every Hour!
vilasoft.es/watchit. himl - 2k - Cached - Similar pages - Note this

Watch Free Movie - Update Every Hour!
www fgwiese de/topnews html - 2k - Cached - Similar pages - Note this




How they do it (cont.)

Infected ad banners

Live Search | Sympatico / MSN | Windows Live | Hotmail

o4 Live Search  antivirus E

] only from Canada

Web 1-10 0f 53,300,000 results - Advanced Rog ue SIte

See also: Images, Video, News, Maps. More

Download Free Antivirus - antivirus-pro-site.com
Pratect Your PC from Spyware & Virus. Free Download - 100% Guaranteed!




How they do it (cont.)

* Look-alike sites

Porn ()

Show Yourself Videos Cateqc

Video ActiveX Object Error.

'f ¥Yideo ActiveX Object Error:
L]

Your browser cannot display this video File,

¥ou need ko download new version of Yideo Activel
Objeck ta play this video file,

Click Continue ko dovwnload and install Ackivels Object,

Continue H Cancel H Detailz. ..




How they do it (cont.)

* Fake Security sites

About AntiSpy Spider,

AnitSoy Spider & a cuttng-edoe ant-spyware solution.

This revolutionary art-spyware program was created by the industry's top
spyware experts in order o protect your computer and your privacy html, while
ensuring optimal system performance.

with the ability 1o lcate, eliminate and prevent the widest range of spyware
threats, AntispyStorm is able to offer its users a safi, spyware-free computing
8 with it's conveniant automatic update feafure, AntispyStorm
nuous Lp-to-dlate protection.

ENsUres [l

L DOWMOAD 2 BUY ONLINE




How they do it (cont.)

* Social networking sites

facebook

= Shakira Sex Tape. Finally you can watch
Back to Discussion Boards

Discussion Board

Topic: Shakira Sex Tape. Finally you can wati
now!

Dizplaying all 2 posts by 2 people.

Mila wrote

Shakira Sex Tape. Finally vou can watch it anli

Of course it is time to close this case. Ship pr
Post #1 lang.

Today, howewver, it became known that sex ta;

Do not miss this opportunity!

Sex Tape is here:

http://shakira- G -



How it happens

* Iframes

) Source of: http:// news.com/mtfin. php - Mozilla Firefox

File Edit jew Help

<iframe sro='pdf.php' width=1 height=1></iframe:>

* Obfuscated code

File Edit Format Yiew Hel
e R~ £ Malzilla by bobby
<html=<head><TITLE>Viva Termex< /TITLE><meta http- =

content="advertise, Termex,mesothelioma, casino, deb Download BCDdl Misc Decoders ] Kalimero Processor l shellcode analyzer ] Log l Clipboard Monitor
<stylex<! ——hody, td,a,p, . h{ifont—family:arial,sans- New Tab (1) ]
j;;;'l S_?CPEI code 1 -—> var msg=314,d=document;

P eval (unescape [('3205 775695 6E56450F 5775 2ES 735745615745 7EETI3553D%27%

language=javascript>document.write(unescapel ' ¥3C%

T 2y I AR T S A E e T T ME A FEEE%E? OERL Bl § X2 BET 22 552%41%4D%45%20%6E%01%00%65%3D%534539%03%20%73%72%03%3D%5C%275685%"
BES 0% CR7 3% EXOC O A ERA TR A6 X2 DRI %2 0%2 O3B0 532%2Fs 005275205773 60%643 7456533053 5%530531%20%68%65% 6056726857453
FFAREERS BROURL BRI BRL DA IBRS DR 3R /AR 2REUROEXRD 7K 4345205 6E46F% 6E4 654 505274 3E53C52F5495 465525415405 4553527529 ) | ;
AN RO O O DR 3N BT 3R R0 2R 3NTART 2RI BRTINLIERS

SEZBHEY DEAEXG AT INGI RO AT 0ME D2 B AX2 02 ORI BETDAESC : ’ .
5%2 07 1%2 94 H3%2 04 E%2 064 %2 964 %2 064 %2 064 5 %2 064 14w 5% S " Replace evall with [os e
ZOTESIXIABZARIAZABZEIESS s 21 RFC I %2 966%2 A HX2 D4 E

BsnigxRZ 086X206%3D%E2 O HRE2 04 EX2 D54 %2 054 %2 554 %2 054 Debug
SASEFLSSH41 I DRICTELA4 G4 BIGEXEIDI A3 A% O0a%2 04 HEZ2 O
A%2084%2 904w X290 RTCE2 084 K2 9THEZ 984 h] 26w T exisTn
hsf2 D06%2 34 HE2 94 EXZ 904 %2 904 X2 904 %2 904 e0X2 B 7HX2 966 |<IFP~AHE nawe=49¢ sre='heep://200.155. /' widch=581 height=23
%Z2084%2 064 2BX2OTHEZ D66 eqR2 06X DA HXEZ D4 EX2 D04 %205

Ao 932 OF Hwoow 532 D4 HE2 04 EX2 064 22 064 2 084 %2 06 wi x5%2

™ Override eval()

(v Leave asis [ Do not bather me with messages




What it exploits

Browser vulnerabilities (IE, Firefox, Safari, etc.)
Adobe Acrobat Reader
Adobe Flash Player

Adobe Shockwave
Microsoft Office
Microsoft Windows Operating Systems vuln.

and more...



Protecting yourself

Stay informed

Beware of links

Ask a friend if unsure

Keep your software up-to-date

Don’t be a target (browser, PDF, Flash,

JavaScript, etc.)

Browse within a Virtual Machine...



Protecting your website: Preventing attacks

Use trusted ad providers
Use a trusted hosting provider

Enforce policies on content posted by users
(forums etc.)

Use strong passwords

Use SSH and SFTP protocols to transfer data
Use vulnerability scanners to audit your site
Keep the software on your site up-to-date




Protecting your website: Cleaning an infection

Take your site offline

Look for the vulnerabilities, not just the
malicious code

Patch out-of-date software
Contact your hosting provider



Questions?
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