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Web threats on the rise

Source: McAfee
http://www.mcafee.com/us/local_content/white_papers/wp_webw_browsers_w_en.pdf

http://www.mcafee.com/us/local_content/white_papers/wp_webw_browsers_w_en.pdf


Web threat anatomy



How they do it

• Search Engine hijacking



How they do it (cont.)

• Infected ad banners



How they do it (cont.)

• Look-alike sites



How they do it (cont.)

• Fake Security sites



How they do it (cont.)

• Social networking sites



How it happens

• Iframes

• Obfuscated code



What it exploits

• Browser vulnerabilities (IE, Firefox, Safari, etc.)
• Adobe Acrobat Reader
• Adobe Flash Player
• Adobe Shockwave
• Microsoft Office
• Microsoft Windows Operating Systems vuln.
• and more…



Protecting yourself

• Stay informed
• Beware of links
• Ask a friend if unsure
• Keep your software up-to-date
• Don’t be a target (browser, PDF, Flash, 

JavaScript, etc.)
• Browse within a Virtual Machine...



Protecting your website: Preventing attacks

• Use trusted ad providers
• Use a trusted hosting provider
• Enforce policies on content posted by users 

(forums etc.)
• Use strong passwords
• Use SSH and SFTP protocols to transfer data
• Use vulnerability scanners to audit your site
• Keep the software on your site up-to-date



Protecting your website: Cleaning an infection

• Take your site offline
• Look for the vulnerabilities, not just the 

malicious code
• Patch out-of-date software
• Contact your hosting provider



Questions?


	Recognizing and dealing with web threats (drive-by downloads)
	Web threats on the rise
	Web threat anatomy
	How they do it
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	How it happens
	What it exploits
	Protecting yourself
	Protecting your website: Preventing attacks
	Protecting your website: Cleaning an infection
	Questions?

